
TODAY'S CYBER AND ONLINE 

DISPUTES AND THEIR 

ADJUDICATION 



 
A PRESENTATION  

BY  

PAVAN DUGGAL 

ADVOCATE, SUPREME COURT OF 

INDIA 

PRESIDENT, CYBERLAWS.NET 

PRESIDENT, CYBERLAW ASIA 

HEAD, PAVAN DUGGAL 

ASSOCIATES 

 



© of  images belongs to the respective 

copyright holders 

 

AMAZON FRAUD 



FRAUDULENT RECRUITMENT 

 

© of images belongs to the respective 

copyright holders 



WIPRO RANSOMWARE ATTACK 

 

© of images belongs to the respective 

copyright holders 



IRCTC WEBSITE DATA BREACH  
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DEMONETISATION OF MONEY 

AND CYBER SECURITY 

 



CYBERCRIME AS A SERVICE 

 



SINGHAM FILM CASE 
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BODYGUARD FILM CASE 
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DON 2 FILM CASE 

 



UMASHANKAR  CASE – A 

NEW CHAPTER 

 UMASHANKAR SIVASUBRAMANIAN  

VERSUS THE BRANCH MANAGER 

 PHISHING CASE 

 DAMAGES OF RS 12,85,000/- 

GRANTED AGAINST THE BANK 



NEW PAYMENT MODES 



HISTORICAL CASES 
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Baazee.com case 

Famous Bank NSP case-2003 



WANNACRY WORM STRIKES AT 

HONDA 



SOCIALTRADE.BIZ ONLINE 

SCAM 



INDIGO AIRLINES TWITTER 

ACCOUNT HACKING 





ONLINE FAKE SCAMS 
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CYBERCRIME AS A SERVICE 
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SHAMI TWITTER HANDLE 
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KANGANA RANAUT HRITHIK 

ROSHAN CASE  



Equifax cyber attack 
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MOBIKWIK FRAUD 



RUPAY – INDIA’S OWN DIGITAL 

CARD  



NEW PAYMENT MODES 



M-WALLETS - NEW PAYMENT 

MODES 



CYBERLAW IN INDIA 
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THE IT ACT, 2000 – INDIA’S FIRST 

CYBERLAW 
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THE IT ACT, 2000 – 

OBJECTIVES 



ELECTRONIC CONTRACT 
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INTERMEDIARIES 
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INTERMEDIARIES AND DUE 

DILIGENCE UNDER THE IT ACT, 2000 

 Intermediaries are required to do due 

diligence under the terms of the amended 

Information Technology Act, 2000.  

This due diligence must be done to ensure 

compliance with the relevant parameters of 

the amended Information Technology Act, 

2000. 






